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Booz Allen worked with the Federation of American Hospitals to

stimulate a dialogue about accelerating the flow of liquid health
Information

» Anticipating a paradigm shift in health legislation with a new administration, the Federation of
American Hospitals and Booz Allen Hamilton collaborated in the summer of 2008 to develop

an options paper to contribute to future policymaking efforts aimed at the realization of value
enabled by the free flow of health information

» We acknowledged that current efforts were important, particularly the harmonization of
standards, the ig tentOefforts to identify common interests, and the operational data
exchanges that are identifying and resolving real barriers to widespread data exchange

» Our intention in this process was to find ways that will help patients/consumers, clinicians, and

providers to practicably accelerate progress toward the goal of realizing value from the secure
exchange of health information in the US
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We interviewed experts with diverse views from the provider
community, academia, the technology industry, and the public
sector to discuss the benefits of liquid health information

» Provider community: Steve Altschuler, Children® Hospital of Pennsylvania; Abdul Bengali, Mayo Clinic;
YairBirnbaum, Hadassah Hospital; Steve Corwin, New York Presbyterian Hospital; Liz Johnson, Tenet Health; Paul Matthews
and Abby Sears, Oregon Community Health Information Network (OCHIN); Jonathan Perlin, HCA Healthcare

» Academia/think tanks: Patricia Brennan, University of Wisconsin;Mark Legnini, Brookings Institution;Mark Frisse,
Vanderbilt University; Blackford Middleton, Partners/Harvard; Len Nichols, New America Foundation; Paul Shekelle, RAND

» Technology industry : Dave Garets, HIMSS Analytics; Missy Krasner and Eric Sachs, Google; Sean Nolan, Microsoft;
Barry Riegelhaupt and Andy Slavitt, Ingenix; David Tao, Siemens Healthcare

» Foundations and associations : Janet Corrigan, National Quality Forum; Don Detmer, AMIA; Tina Grande,
Healthcare Leadership Council; Neil Jesuele, American Hospital Association; David Lansky, Pacific Business Group on
Health; John Lumpkin, Robert Wood Johnson Foundation; Janet Marchibroda, e-Health Initiative; Rick Moore, National
Committee on Quality Assurance; Andrew Webber, National Business Coalition on Health; Claudia Williams, Markle
Foundation

» Federal and state government : Rachel Block, NY eHealth Collaborative; Carolyn Clancy and Jon White, AHRQ;

Kelly Cronin, ONC; Lori Evans, NY Office of HIT Transformation; James Garvie, Indian Health Service; Kathryn LaSorsa, NY
Dept of Health and Mental Hygiene
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There was and is common agreement that the current paper-based
system is inefficient and unsafe

» U.S providers struggle with assembling a comprehensive overview of a patient® healthcare
experience because critical information about a patient@ care exists in paper form within
specific healthcare settings

» Clinicians are effectively ®lindOto a patient® course of treatment once that individual leaves a
particular setting of care, increasing the risk of poor patient outcomes and increasing the
duplication of effort in laboratory testing and medical imaging, thus increasing costs
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The concern: adoption rates of EHRs in the U.S. are still quite low

» A survey of acute care hospitals in the United States in 2008 concluded that only 1.5 percent
of hospitals have a comprehensive EHR system and an additional 7.6 percent have a basic
system?

b Comprehensive and basic systems were defined as those with EHRs present in all or at
least one clinical unit, respectively

b Seventeen percent of the surveyed hospitals had implemented computerized provider-order
entry for medications

» A separate survey of EHR adoption by physicians concluded that only 4 percent of U.S.
physicians have a fully functional EHR system and 13 percent have a basic system?

b Furthermore, the surveyors determined that primary care physicians and physicians that are
part of a large group, hospital, or medical centers are more likely to have EHR systems in
place

b Integrated delivery systems such as Kaiser Permanente, Geisinger Health System, Mayo
Clinic, and Cleveland Clinic lead the way in EHR adoption and use

(1) Jha AK, DesRoches CM, Campbell EG et al. Electronic Health Records in U.S. Hospitals. N Engl J Med 2009;360:1628-38.
(2) DesRoches CM, Campbell EG, Rao SR et al. Electronic Health Records in Ambulatory Care - A National Survey of Physicians. N Engl J Med 2008,259:50-
60.
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Other countries with higher EHR adoption rates do not have
Interoperable EHRS, lower cost trends or consistent quality
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Wed like to return to the notion that technology alone is not the
solution.

“...we set a conceptual foundation that HIT was not about technology, but about good health
information that is portable, well-structured, standardized, and secure so that it can be used to
improve health care” — David Brailer

Success =

Patients, Clinicians, and Providers
realizing value from the ready flow
of health information

Success >

- > Interoperable EHR adoption
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We set out to envision a future in which seamless integration of
health information technology ensures that the right care Is
delivered to the right patient N every time

» In the future, stakeholders, consumers, providers, purchasers, policy makers, and oversight
bodies will rely on transparent information flow to inform their decision-making about care

» Health information technology will enable interoperable use of electronic health records
(EHRS), personal health records (PHRS), and enable the development of strong clinical
decision support systems

» Policy makers will use interoperable health information technology systems to understand how
healthcare delivery is measuring against the national, regional, and local healthcare priorities

» Consumers will be empowered to make informed healthcare choices in a patient-centered
system

» Achievement of this vision requires a transformational change in the way electronic health
information is accessed, stored, and transferred among care providers and patients
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Thought provoking discussions with industry experts and
secondary research yielded two accelerators that widen the focus
beyond EHR adoption

» A shift is needed away from a ®ig bangQor @nagic bulletGapproach that articulates EHR
adoption as the only goal

» Two accelerators combine policy and market changes to improve the flow of information:
b focus on the information flow, not just on the adoption of EHRs; and
b take bold new steps toward realizing a consumer-centered healthcare system

» These two accelerators are further discussed along with potential scenarios that can help us
reap the benefits of health information exchange
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Focus on the information flow, not just on the adoption of EHRS

Get Out of Paper

» High value and high quality health information needs to be available in electronic
form so that it is available to the right people at the right time

Alian Incentives » Payment systems need to be aligned with desired outcomes; counterincentives such
g as fee-for-service need to be removed

Ensure Privacy & » Issues of secure, private, and confidential health information exchange must be

Security addressed and personal authentication hurdles must be overcome

» All stakeholders, including patients, providers, and service vendors must adhere to
Improve Workflow

workflow processes that are patient-centered

» A common understanding must be achieved of how health information applications

Belusbclicaiug > and shared services can realize national policy goals

» Common information exchange protocols must be developed for use by multiple
providers utilizing multiple applications and devices

. » State and federal policies that conflict with national health information goals need to
Clear Policy Hurdles be harmonized
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As electronic data exchange picks up momentum, energies should

focus on the critical areas of prescriptions, laboratory, and medical
Imaging data

» The greatest benefit in moving out of paper systems will be achieved by focusing initial efforts
on exchanged streams of information from e-prescribing, lab results, and medical imaging

b All three sources should be available in electronic form at the point of care so that providers
can be reasonably expected to access and use an individual® history in real time

b Clinical value of these sources is intuitively apparent for providers, payors, policy-makers,
and consumers/patients and families

» Policy mechanisms should be implemented to encourage stakeholders to capture and share e-
prescribing, lab, and medical imaging data in electronic form

P The key to information flow is ensuring stakeholdersCbelief in the value proposition and

confidence that public policy will protect them in the rare cases when problems such as
breaches do arise

b Demonstration projects are underway but are fragmented and may not be able to scale up
to nationwide systems
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Payment reforms will be needed to align incentives with desired
outcomes and processes, including decision support and process
redesign

» The current payment system is out of alignment with the nation® goals of for safe, timely,
efficient, effective, equitable, and patient centered care: fee for service medicine encourages
overutilization and does not support continuity of care across clinical settings

» CMS, TRICARE, and various private payors have expressed an interest in the implementation
of value-based purchasing N initiatives that incentivize quality over quantity

» Through these initiatives, payors may create the expectation that care providers will access,
use, and contribute to patient-centered history and emphasize communication among
providers in different care settings

» Integrated delivery systems such as Kaiser Permanente and Geisinger Health System are
national models for implementing and adopting EHRs with standardized information on clinical
lab, and medication histories to improve quality and manage costs (KaisingerQ

» Current clinical decision support systems are not standardized, pending national guidance on
meaningful use

Booz | Allen | Hamilt

1



Implement a national health information exchange and knowledge
management architecture to ensure secure flow of critical clinical
and medication history data

» Multiple regional information exchanges have identified and overcome the hurdles of multi-
organization health information exchange and governance

b Katrinahealth.org provided online access to prescription data for providers and patients,
showing that limitations to information-sharing were not technology-based

D SureScripts has operationalized a working exchange for pharmacy information

b Other sectors such as the New York e-Health Collaborative have provided models for
secure exchange of information

b Medicaid Transformation Grants have shown the viability of information exchange among
multiple parties in the public and private sectors

» We now have enough experience to define a national health information exchange architecture
to implement shared services to create an affordable, high-functioning, and secure information
transfer platform

» Efforts in health information exchange should be scoped conservatively at first to demonstrate
success with the meaningful exchange of pharmacy, lab, and imaging data
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Continue to develop standards for information exchange through
organizations such as the CCHIT and others

» CCHIT should certify innovative applications and devices for interoperability requirements that
meet the CCHIT set of functional criteria

» Focusing on a large, comprehensive EHR as the single best solution may drive up costs to
providers and push small, innovative vendors out of the market

B Small healthcare providers are least likely to have adopted EHRs for cost and other reasons
D One size does not fit all B need flexibility to promote innovation, adoption and use

» In July 2009, CCHIT announced three certification approaches to replace the single
comprehensive sets, subject to finalization of meaningful use criteria by ONC

B A new modular certification program will address e-prescribing, PHRS, registries, and other
technologies

b Implementation of freestanding applications as alternatives to a big EHR may bring new
challenges, including a need for improved communication and harmonization

P Smaller, modular applications need to take into account the application® ability to integrate
into larger, fully functional EHR systems
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Fast track the implementation of a single, standards-based network
for e-prescribing with decision support at point of care

» The Medicare Improvements for Patients and Providers Act of 2008 (MIPPA) incentivizes
providers to use e-prescribing with a 2 percent bonus payment effective January 2009

b Full implementation of e-prescribing is mandated by 2012, with a 1 percent penalty for
providers who do not have e-prescribing systems in place

» The nation should support a single, standards-based network for e-prescribing that
encompasses all prescription drugs and includes controlled substances

b The Drug Enforcement Agency (DEA) is developing new rules that will lift the bans on e-
prescribing of controlled substances, in collaboration with Substance Abuse and Mental
Health Services Administration (SAMHSA), HHS

b 11 US Senators wrote to Attorney General Holder in May 2009 to urge a final rule, citing
estimates of $20 billion/year in savings by reducing adverse drug events

» E-prescribing is much more than a prescriber initiating a prescription N it is a process that

involves communications among the prescriber, the patient, and the dispensing pharmacist,
and has the potential to bring about a paradigm shift in current disease management practices

Booz | Allen | Hamilt

1



Assure pharmacy, lab, and imaging histories improve quality at the
point of care and improve reporting for quality and safety

» Health information and communications technologies (HICT) can support clinical decision-
making at the point of care by smart systems based on evidence-based medicine and
comparative effectiveness, resulting in continual improvements

P Cultural shift is described as a Qearning healthcare systemOby the Institute of Medicine

» Pharmacy, lab, and imaging data are likely to be considered high priority by the National
Quality Forum in its specification of clinical data types that would be used for future quality
measurement

» Complete patient histories of pharmacy, lab, and imaging data will enhance the quality of care
as well as improved data for performance measures
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Take bold new steps toward realizing a consumer-centered
healthcare system

» Grant patients consistent, secure, and timely access to their personal health
information and the ability to communicate securely with clinicians about it

Patient Access >

Common > » Professional responsibilities for health information workflow should define how

Workflow information is to be received, used, processed, and passed along to others
Privacy and » Policies that address privacy, confidentiality, and security breaches may assure
Security patients and clinicians that health information is transmitted securely

Voluntary > » A voluntary authentication system whereby individuals can choose a unique personal
identifiers identifier will facilitate secure patient and clinician access to health information

Booz | Allen | Hamilt
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Grant patients consistent, secure, and timely access to their
personal health information and the ability to communicate
securely with clinicians about it

» Although individuals have rights to their health information, access is severely limited due to
unintentional consequences of the Health Information Portability and Accountability Act

(HIPAA)

D Under current legislation, individuals must make formal request to access health
information, wait up to 30 days for it to arrive, and then work with printouts or faxes that may

or may not be fully readable

b These access barriers discourage the authorized use by third parties to access and use
patient data in innovative ways to support population based research efforts

» A patient® right to access his or her health information must be strengthened

b The government could require that stewards of health information provide such information
in electronic form to individuals or their designated agents to use the information in the
patientsCbest interests

b @wutomagic reportingOdemonstration projects show proof of concept for sending health
information electronically to more than one recipient
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Professional responsibilities for health information workflow
should define how information is to be received, used, processed,
and passed along to others

» A process needs to be established to enable better care delivery to patients as they move from
setting to setting across the continuum of care

» To realize full benefits of health information, it should be viewed as a shared resource under
the stewardship of the patients and their practitioners, and available across multiple
organizational boundaries

» Patients, clinicians, and providers should be encouraged to adhere to nationally defined health
information workflow and communication processes that are patient-centered

» Government intervention, for example through policies and regulation, may be needed to
mitigate clinician and provider concerns about competition and litigation risks from data sharing
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Policies that address privacy, confidentiality, and security
breaches will assure patients and clinicians that health
iInformation is transmitted securely

» Surveys demonstrate that the American public is receptive to the digitization of health
information for research and informing public policy as long as privacy protection protocols are
in place

» A remedy that addresses the need for audit logs, error handling procedures, and language that
includes a substantial threshold for harm as a trigger for notifying patients about breaches
must be developed at the national level

D In August 2009, the Federal Trade Commission (FTC) issued the Health Breach Notification
Rule, which requires vendors of personal health records not covered under HIPAA to notify
consumers following the breach of unsecured information

b The rule also requires notification of the media under applicable circumstances, and
provides a standard form that must be used by the entities to inform the FTC of the breach

» Following ONCG® December 2008 release of the Nationwide Privacy and Security Framework,

public and private sector discussions continue with the goal of mobilizing information sharing
by fostering public trust and stabilizing market risk
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A voluntary authentication system whereby individuals can choose
a unique personal identifier will facilitate secure patient and
clinician access to health information

» Authentication, record matching, and privacy methods are improving rapidly in the banking and
telecommunications sectors and may provide models for consideration in the health sector

» A unique patient identifier for authentication and patient record matching is necessary to
prevent potentially dangerous mismatching and privacy breaches of medical records

» Although such a system is viewed as untenable today on the national level, private

organizations could be used by patients to set up unique identifiers and authentication
protocols under government guidelines that create deterrents for misuse and abuse
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The current national focus on EHRSs and e-prescribing is necessary
but not sufficient to enable information sharing outside
organizational firewalls, or across organizational boundaries

» EHRs are necessary but not sufficient for interoperability

b The e-prescribing industry has demonstrated that it is possible to create a patient-centric
medication and allergy history outside of the EHR

b The Statewide Health Information of New York is testing how shared services would exist
outside of the EHR, but interact with the EHR

» The market is not demanding robust EHRs, as shown by low adoption rates, especially in
small office-based practices

b Demand for EHRs must be improved through policy, e.g., financial incentives, and value
proposition messaging demonstrating the benefits of going paperless

» Even with widespread adoption of interoperable EHRs, we still need to address other gaps and
barriers to reach the vision of full interoperability

B Barriers to interoperability including organizational/cultural, technical, legal, and privacy
concerns must be addressed in order to achieve an interoperable system N experiences
of other countries, such as the UK, with 90% EHR adoption will be instructive
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Legislation passed in early 2009 provides the framework,
incentives, and timelines needed for nationwide implementation of
EHR systems, and Omeaningful use Ois embraced

Health Information Technology for Economic and Clinical Health Act ( HITECH)

RN

» Codifies a » Requires federal » Provides grants to » Incentivizes
permanent office adoption of states to fund and providers to
to coordinate technologies that expand health implement
national IT meet standards information meaningful use of
agenda policy promoted by the exchanges EHRs by 2015
adoption efforts Secretary of HHS
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The Act contains a subsection entitled the Health Information
Technology for Economic and Clinical Health Act (HITECH), which
creates and funds Health IT Initiatives

Key provisions of HITECH include:

» Codification (writing into law) the Office of the National Coordinator for Health Information
Technology (ONCHIT), which was originally created by Executive Order in 2004.

» Requiring federal agencies that use HIT for electronic exchange of information to use
systems/products that meet the standards adopted by the Secretary of HHS

» Provision of Gmmediate fundingOQthrough several government agencies (ONCHIT, HRSA,
AHRQ, CMS, CDC, and IHS) for investing in the ecessary infrastructureGto support
information exchange, including support for technology architecture, development and
adoption of certified EHRs, and training

» Provision for planning and implementation grants to states to expand electronic exchange of
information, as well as competitive grants to support incorporation of health information
technology into clinical education (Regional Health IT Extension Centers)

Booz | Allen | Hamilt



HITECH will provide incentive payments for providers and
hospitals who demonstrate  Oneaningful Ouse of EHRS

» These incentive payments begin in 2011 and gradually phase down. Starting in 2015,
providers are expected to have adopted and be actively utilizing an EHR in compliance with
the Mneaningful useGdefinition or they will be subject to financial penalties under Medicare

» The focus on meaningful use is a recognition that better health care does not come solely from

the adoption of technology itself, but through the exchange and use of health information to
best inform clinical decisions at the point of care

» Over the next several months, CMS will be working closely with the ONC and other parts of
HHS to develop the regulations that will govern the initial year of the incentives programs,
including a definition of meaningful use for 2011

D A proposed rule with the definition of meaningful use is expected by the end of 2009 with a
final rule expected during the spring of 2010
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There are enormous pressures facing the health care industry but
cost will be the most persistent and unforgiving driver of change

Actual and Projected Cost Trends in Public and Private Health Care
1994 — 2017
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Public and private experimentation has accelerated as leaders
search for solutions to multiple policy and market challenges
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Implementation of Qiquid Opharmacy, laboratory, and medical

Imaging data will enable a patient-centered healthcare system

across several dimensions

Safety

Timeliness

Cost Efficiency

Effectiveness

Equity

Patient-
Centerednes:

» Reduce adverse
drug events by
automated reviews
of drug information

» Ensure rapid and
effective treatment
through timely lab
and imaging results

» Avoid errors in care
coordination and
iatrogenic injuries
that occur through
duplication of labs
and risky tests

» Fill prescriptions
immediately and
remotely without
office visits

» Immediate patient
and provider access
to lab and imaging
results

» Identify patients for

targeted prevention
outreach

» Use generic
medications where
appropriate

» Avoid duplication of
lab and imaging
tests through better
understanding of
patient history

» Access services at
lowest cost locations
such as
telemedicine and
online options
without loss of
patient history data

» Implement and

enhance clinical
decision support
through access to
patient histories

» Improve patient
adherence to
prescription regimens
by tracking refills

» Improve practice
through feedback
mechanisms on
patient-level
outcomes using
pharmacy, lab, and
imaging data

Patient Centered Care

» Equitable patient
access to pharmacy,
lab, and imaging
data

» Providers share
patient data in
culturally sensitive
way

» Reduce information
asymmetry with a
patient-provider
partnership model of
care delivery

» Patient health
information availe
at the point of cal

» Patients can con
othersCaccess to
their health
information throu
clearer laws and
protocols

» Reduce patient
burden through
easier access to
medical history
when they chang
providers




Summary and take-home messages

» Health IT is not just about the technology: it can make healthcare delivery more portable and
consumer-centered

» There is potential for all parties to benefit from the adoption of interoperable health IT

b The liquid flow of health information will provide clinicians with the ability to make better
diagnoses, reduce errors and adverse drug events, and conduct clinical and population-
based research

B Consumers will have the confidence that their clinicians have access to the right information
and that their privacy and confidentiality will be protected

» Health IT alone is not the solution. Architecture needs to be put in place to allow interoperable
information sharing, across organizational firewalls and boundaries, in a manner that ensures
privacy, and accounts for potential legal liability issues.

» The Qearning healthcare systemOis a major cultural and organizational shift.
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Discussion
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Thank You!

For more information or for permission to re-use materials, please contact:

Margo Edmunds, PhD
Health IT Team

Booz Allen Hamilton
301-838-3661 (office)

Edmunds Margo@bah.com

For access to the whitepaper, visit: http://www.boozallen.com/publications/article/40808278
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